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The Merkle tree is useful because it allows users to verify a specific transaction
without downloading the whole blockchain (over 350 gigabytes at the end of
June 2021). ) For example, say that you wanted to verify that transaction Tpis
included in the block in the diagram above. If you have the root hash
(HagcpergH), the process is like a game of sudoku: you query the network about
Hp, and it returns He, Hyg and Hgpgy. The Merkle tree allows you to verify that
everything is accounted for with three hashes: given Hyg, He, Hgpgy, and the
root Hygcperghs Hp (the only missing hash) has to be present in the data.

2 Investopedia
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Blockchain Technology

timestamped
append-only log

J

auditable database network consensus protocol

Addresses ‘cost of trust’
(Byzantine Generals problem)
* Permissioned

e Permissionless

Secured via cryptography

* Hash functions for tamper
resistance and integrity

+ Digital signatures for consent
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Timestamped Append-only Log - Blockchain

Block Header Block Header Block Header
Hash(Previous Block Header) Hash(Block01 Header) Hash(Block02 Header)
Timestamp Timestamp Timestamp
Nonce Nonce Nonce

Merkle Root Hash Merkle Root Hash Merkle Root Hash

Hash(Block01 Header) Hash(Block02 Header) Hash(Block03 Header)

— 3. Blockchain Basics & Ct gl
s _

Block02 Block03
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Merkle Tree — Binary Data Tree with Hashes

Root=hash(H4, H5)

H4=hash(HO, H1) H5=hash(H2, H3)

o conndE

HO=hash(Data0) Hl=hash(Datal) H2=hash(Data2) H3=hash(Data3)
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Asymmetric Cryptography & Digital Signatures

* Digital Signature Algorithms
* Generate Key Pair - Public Key (PK) & Private Key (sk) - from random number
* Signature — Creates Digital Signature (Sig) from message (m) and Private Key (sk)

* Verification — Verifies if a signature (Sig) is valid for a message (m) and a Public
Key (PK)

* Properties
* Infeasible to find Private Key (sk) from Public Key (PK)
* All valid signatures verify
* Signatures infeasible to forge

* Bitcoin Digital Signature Function
* Elliptic Curve Digital Signature Algorithm (EDCSA) ... y2 =x3 + 7

Bitcoin Addresses

C4abbcb 1fbec99d65bf59d8 5c8cb62ee2db 96 3fOfe106f483d9afa73bd4e39a8a
Privkey (send money

Key conversion with this)
(one-way)

0478dA430274f8cS5ec1321338151e9f27f4c676a008bdf8638d07cOb6be9ab35c7 1a
151806324 3acd4dfe96b66e32ec8013c8e072cdO9b3834a19f81f659cc3455

| Pubkey
SH¢A256
RIPEMD-160

c4cS5d791fcb4654a1efSe03fe0ad3d9cS5S98f9827 4dabb8fla

e s e = EREEE.

Base 58

1JIwWwSSubhmgG6iPtRjtyghUY Y H7bZg3Lfy1T

Address (receive money
with this)
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